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ABSTRACT

Wireless sensor networks (WSNs) rely on wireless com-
munications, which is by nature a broadcast medium and is
more vulnerable to security attacks than its wired counter-
part due to lack of a physical boundary. Anybody with an
appropriate transceiver can eavesdrop on, intercept, inject,
and even alter the transmitted data. Security services are,
therefore, urgently needed to ensure effective access control
and information confidentiality.
WSNs are severally energy constrained since many sen-

sor networks are designed to operate unattended for a
long time and battery recharging or replacement may be
infeasible or impossible. To optimize the limited capability
of the sensor nodes, security requirements are generally
abandoned. This leaves WSNs under security attacks, which
could cause more battery power consumption and reduced
lifespan of the WSNs. In the worst case, an adversary
may be able to undetectably take control of some sensor
nodes, compromise the cryptographic keys and reprogram
the sensor nodes.

In this paper; a power efficient link-layer security proto-
col (LLSP) is proposed. LLSP provides node authentication,
message integrity check, and message semantic security at
a minimal cost by minimizing the security overhead in data
packet and applying only symmetric security algorithms.
The security analysis and performance analysis show that
LLSP is secure and computationally efficient.

I. INTRODUCTION

Along with the advances in micro-electro-mechanical
systems (MEMS) technology, analog and digital electronics,
computing, wireless communications and radio-frequency
(RF) technologies, small and low-power wireless integrated
microsystems (WIMS) [1] that combine sensing, signal
processing, decision making and networking capabilities
are getting ready to be deployed for versatile applica-
tions [2]-[4]. While WIMS robots are already in the market

and have a volume of approx. 250 cc, the WIMS center
at UM/MSU/MTU will produce low power WIMS (total
power budget is 1 mW) with a volume of 1 cc by year 2010.
WINS will be so small that they will fit into shirt buttons,
and perhaps in threads of clothes, and will not need batteries
because they can scavenge energy from their environment
or energy can be available on the nanochip. The WINS
will create revolution in health care, bioimplantable devices,
environmental monitors (making air labeling a reality),
wireless networks (wearable networks and PCs), homeland
security and in many other areas.

Sensor networks rely on wireless communications, which
is by nature a broadcast medium and is more vulnerable to
security attacks than its wired counterpart [5] due to the
lack of a physical boundary. In wireless domain, anybody
with an appropriate transceiver can eavesdrop on, intercept,
inject, and even alter the transmitted data. Security services
in wireless sensor networks are, therefore, urgently needed
to limit the amount of damage and to ensure effective access
control and information confidentiality.

However, WSNs are severally energy constrained since
many sensor networks are designed to operate unattended
for a long time and battery recharging or replacement
may be infeasible or impossible. To optimize the sensor
nodes for the limited node capabilities and the application
specific nature of the networks, security requirements were
generally not considered. This leaves WSNs under network
security attacks, which could consume excessively more
battery power and shrink the lifespan of the WSNs. In
the worst case, an adversary may be able to undetectably
take control of some sensor nodes, compromise the crypto-
graphic keys and reprogram the sensor nodes.

In this paper, a power efficient link-layer security pro-
tocol (LLSP) is proposed. It achieves node authentication,
message integrity check, and message semantic security at
a minimal cost by minimizing the security overhead in data
packet and applying only symmetric security algorithms.
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The security analysis and performance analysis show that
the proposed protocol is secure and computationally effi-
cient.
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Figure 1. A representative wireless sensor network architecture

II. SECURITY REQUIREMENTS FOR SENSOR
NETWORKS

The major challenges in securing wireless sensor network
can be summarized as:

* Lack of a-priori knowledge ofpost-deployment config-
uration. If a sensor network is deployed via random
scattering (e.g. from an airplane), the sensor network
protocols cannot know beforehand which nodes will
be within communication range of each other after
deployment. Even if the nodes are deployed by hand,
the large number of nodes involved makes it costly to
pre-determine the location of every individual node.
Hence, a security protocol should not assume prior
knowledge of which nodes will be neighbors in a
network.

. Limited memory resources. The amount of key-storage
memory in a given node is highly constrained; it does
not possess the resources to establish unique keys with
every one of the other nodes in the network.

. Limited bandwidth and transmission power. Typical
sensor network platforms have very low bandwidth.
For example, the UC Berkeley Mica platforms trans-
mitter has a bandwidth of 10 Kbps, and a packet size
of about 30 bytes. Transmission reliability is often
low, making the communication of large blocks of data
particularly infeasible.

This section summarizes the three security goals for
wireless sensor networks. They are data authentication, data
integrity, and data confidentiality.

A. Authentication

Authentication is one of the most important network
security services. It is even more true for wireless sensor

networks since (i) sensor networks rely on wireless com-
munications that is accessible to everyone due to the lack of
physical restrictions, and (ii) the limited and unreplaceable
power resource is a new target of attack for wireless sensor
networks.

In the context of communications across a wireless sensor
network, authentication includes node or sender authentica-
tion and data authentication. Node authentication enforces
access control and prevents unauthorized nodes from par-
ticipating in the network. Communications are limited to
only authorized node. Legitimate nodes should have the
capability to detect messages from unauthorized nodes and
reject them. Data authentication enables the integrity of
data messages to be verified. If an adversary modifies a
message from an authorized sender while the message is in
transit, the receiver should be able to detect this tampering.
Authentication ensures altering of the transmitted message
be detected.

B. Confidentiality

Data confidentiality means keeping information secret
from eavesdroppers and unauthorized parties. It is typically
achieved through data encryption with a shared secret key
that only intended receivers possess. Data encryption is
especially important for wireless communications. This is
because wireless circuits are easier to "tap" than their hard-
wired counterparts. The stronger the cipher, the harder it is
for unauthorized people to break it. However, as the strength
of encryption/decryption increases, so does the cost.
To save the precious battery power, meanwhile address

the security requirements for different wireless sensor net-
works, LLSP is designed to support multiple cryptographic
algorithms with different security parameters.

C. Replay Protection

Replay protection is the mechanism to ensure a receiver
that the received message is fresh and has never been
transmitted previously. Since wireless communications is
a broadcast medium, the adversaries can easily eavesdrop
legitimate messages sent between authorized nodes. For the
replayed message, unless there is a method to detect that
the message is indeed a replay, the same receiver should
accept it again.
A typical method to combat message replay is to include

a monotonically increasing counter with every message
and reject messages with old counter values. However,
the power consumption for data transmission is generally
very high. As an example, for Mica mote, transmission
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of one bit consumes about as much power as executing
800-1000 instructions [6]. Therefore, we propose that each
communication node maintains a 4-byte counter for each
node within its direct communication (one hop) range. The
contents of the counter is the last value of the sender it
received from a particular sender.

III. SECURITY PRIMITIVES

The severely constrained resources of the wireless sensor
nodes differ from other distributed systems in important
ways and many preconceptions about network security must
be discarded. The wireless sensor nodes have very little
computational power, which is generally inadequate for
public-key cryptosystems. The limited RAM in the nodes
and the precious energy makes fast symmetric ciphers,
which are orders-of-magnitude cheaper and faster than
public-key cryptosystems, the only option.
A common solution for achieving message authenticity

and integrity is to use a message authentication code
(MAC). A MAC can be viewed as a cryptographically
secure checksum of a message. Computation of a MAC
requires a shared secret key between the authorized sender
and receiver, and this key is part of the input to a MAC
computation. The computed MAC is appended to the mes-
sage packet to be transmitted. The receiver sharing the same
secret key can recompute the MAC in the same way and
compare it with the received MAC value. If the two are
equal, then the receiver accepts the packet and rejects it
otherwise.
The computation of a MAC is easy, however, it is

computationally infeasible to forge it without the secret key.
This implies that any modification of a valid message by an
adversary will result in a different MAC value detectable
by the authorized receiver of the message.

Message confidentiality is another major security service
achieved through data encryption. For WSNs networks,
only fast, efficient and well-studied cryptographic algo-
rithms should be used as the security module to achieve
the security goals.
An initialization vector (IV) will also be used to achieve

semantic security [7] - encrypting the same plaintext two
times should give two different ciphertexts. Semantic secu-
rity can effectively eliminate playback and confidentiality
attacks.

IV. SECURITY PROTOCOLS DESIGN

Sensor networks rely on wireless communications that is
more vulnerable to security attacks than its wired counter-
part [5] due to lack of inherent physical security properties.

In broadcast medium, anybody with a wireless receiver
can be an adversary and eavesdrop on, intercept, inject,
and alter transmitted data. In addition, adversaries may use
expensive radio transceivers and powerful workstations and
interact with the network from a distance since they are not
restricted to using sensor network hardware.

Sensor networks are also vulnerable to power consump-
tion attacks. Adversaries can repeatedly send packets to the
sensor networks to consume the sensor nodes' precious
batteries which will shorten the lifespan of the batter-
ies and also waste the network bandwidth. In addition,
the traditional security protocols are primarily end-to-end
protocols, while the dominant communication pattern in
sensor networks is many-to-one, with many sensor nodes
communicating sensor readings or network event over a
multihop topology to a central base station. These sensor
nodes often witness the same or correlated event. Therefore,
in-network process such as aggregation and redundant data
elimination can reduce traffic and save battery power [8],
[9]. This implies that the intermediate nodes should have
access to the contents of the message and the end-to-end
security protocols are unlikely to be used.

Motivated by these observations, in this paper, we
propose a link-layer security protocol (LLSP) for sensor
networks. While permitting in-network processing, link-
layer security mechanisms also guarantee the authenticity,
integrity, and confidentiality of messages between neighbor-
ing nodes and detect unauthorized packets when they are
first injected into the network.

A. Message Integrity and Authentication

LLSP provides message integrity and authentication ser-
vices that can effectively eliminate security attacks such
as selective message forwarding, sinkhole attacks, directed
diffusion, and general routing attacks. Message integrity
and authentication service can be achieved using a message
authentication code (MAC). MAC is a commonly used
low-complexity solution for achieving authentication and
integrity of information transmitted over or stored in an
unreliable medium. A MAC is essentially a cryptograph-
ically secure checksum of a message. The security of a
MAC is generally based on a cryptographic hash function
in conjunction with a secret key shared between the sender
and the receiver [10]. The MAC for a message m can be
represented as

MACn = H(k, mIICtr), (1)
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where k is the shared secret key between the sender and
the receiver, Ctr is the counter value described in Section
IV-B and H is a secure hash function [10], which implies
that for a given m, it must be hard to find another possible
message m' such that

H(k, m') = H(k, mr Ctr).

Before a sender transmits a message m, she compute
MACr. Since the receiver also has the secret key k, he
can recompute MAC,, in the same way that the sender
computes it. The two values should be equal. If they
are equal, the receiver accepts the packet and rejects it
otherwise. The hash function implies that if an adversary
alters a valid message or injects a bogus message, he cannot
compute the corresponding MAC value, therefore, these
messages will be rejected by the authorized receiver.

The security of a MAC is directly related to the length of
the MAC. In conventional security protocols, the sizes that
have been used include 8, 10, 12, 16 and 20 bytes [11].
However, it has been argued in [12] that in WSNs, the
choice of a 4-byte MAC may be adequate. The basic idea
is that for a 4-byte MAC, the probability for a blind forging
to be valid is 1 in 232. This means that an adversary needs to
repeatedly try about 231 times in order to get a valid MAC.
Note that whether or not a blind forgery is valid has to be
determined by the authorized receiver on-line. This means
that the adversary has to send about 231 packets before
he can succeed at forging the MAC for a single malicious
packet. Though this number may not be large enough for
conventional systems. It might be enough for WSNs since
the low application bandwidth on a single shared channel.
As an example, the representative Mica2 sensor node that
features a low-powered radio from Chipcon can deliver
up to 19.2 Kbps application bandwidth on a single shared
channel and with a range of up to around hundred meters.
At this speed, one can only transfer 40 forgery attempts per
second. Therefore, the transmission of 231 packets would
take over 20 months. In fact, at full power, the Mica2 sensor
node can run for only two weeks or so before exhausting
its batteries, which exceeds the battery life by more than
40 times.

To be conservative, a longer MAC can be used. However,
it comes with excessively more power budget. For Mica2,
the transmission of one bit would consume about as much
power as executing 800-1000 instructions [6].

B. Replay Protection

Replay protection is a difficult problem when there is
only a limited number of states that each node keeps. An ad-
versary replays a legitimate message that he eavesdropped
at an early time sent between two authorized nodes. Unless
there is a record of the previously transmitted messages,
the same message from an authorized sender should be
accepted again. On the other hand, the large number of
nodes in WSNs makes it impractical for a node to keep a
counter for each node in the WNSs. However, if a node
has knowledge of the network topology and power-efficient
routing, then counters are only necessary for the nodes
that directly communicate with this node, and the number
of such nodes can be small. It is practical for a node to
maintain a counter for each node that directly communicates
with it.

In LLSP, each communication sender and receiver pair
maintain a synchronous 4-byte counter updated through
a feedback shift register (FSR) shown in Figure 2. In
addition to security, this design also enables power saving
as described in Section IV-D.

C. Message Confidentiality

For wireless communications, anybody with a wireless
receiver can be an adversary and eavesdrop on, intercept,
inject, and alter transmitted data. While injection and al-
tering of a message can be effectively detected through
a MAC, data encryption service is needed to achieve
data confidentiality. In LLSP, we propose that Advanced
Encryption Standard (AES) with a mode of operation which
is essentially a combination of the cipher block chain (CBC)
mode and the counter (CTR) mode as shown in Figure 3.

To achieve semantic security [7], that is to prevent the
adversaries from learning even partial information about the
message that has been encrypted, a unique initialization
vector (IV) is needed for each encryption, where it is
the counter value at time instance t. Depending upon the
security requirements and the battery lifespan, to ensure
the uniqueness of the IV for each packet, the size of the
IV can vary from 4 bytes to 16 bytes concatenated with the
existing header fields: SrcIlDes, where Src and Des are
the addresses of the sender and the receiver respectively.
This design allows a short dynamic IV be used since the
requirement of global repetition in this case is equivalent
to the local repetition.
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Figure 2. The structure of a feedback shift register for initialization vector.
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Figure 3. Counter encryption mode.

D. Message Packet Format

In LLSP, to reduce power consumption without decreas-
ing security, we propose a method that can reduce 2 bytes
of communication overhead for each message packet. The
power saving for each packet is equivalent to executing
of 12800-16000 instructions when applied to Mica2 [6].
The main idea is that instead of transferring the counter

values in the message packets, each communication sender
and receiver pair maintain a synchronous counter generated
through a feedback shift register (FSR) shown in Figure 2.

Header

MAC
(4)

Figure 4. Message Packet Format.

The proposed message format is given in Figure 4. Note
that even though the counter values do not need to be
transferred, the MAC must be generated with the counter

value concatenated. Equation (1) can be expressed in more

detail as follows:

LLSP allows the receiver to determine the number of
lost message packets based on the correct counter value
that generates the MAC. It should also be pointed out that
in Figure 4, the MAC is not encrypted, this design enables
the receiver to determine the authenticity of the message

with minimum power consumption since the decision can

be made without requiring decryption of the data packet.

V. KEYING MECHANISMS

Keying mechanisms determine key management issues
throughout the wireless sensor network. It consists of how
cryptographic keys are distributed, shared and updated.
The appropriate keying mechanism for a particular net-

work depends on several factors such as the target threat
model, the networking and security requirements of ap-

plications, and ease of use. The general discussion of
keying mechanisms are out of the scope of this paper.

However, the tradeoffs among different keying mechanisms
in sensor networks, including single network-wide keying,
link keying and groups keying, are compared in Table 1.

VI. EVALUATION

MAC =H(K,Dest |AMI Len lSrc| CtrI Data), (2)

where Des t is the destination identity, AM is the active
message handler type [13], which is similar to the port
number in TCP/IP. The AM type specifies the appropriate
handler function to extract and interpret the message on the
receiver, Len is the data length, Src is the source address,
Ctr is the counter value and Data is the sensor readings
or other information.

A. Security Analysis

Wireless communications are more security susceptible
to link attacks and mobile nodes compromise. Sensor net-

works are also vulnerable to resource consumption attacks.
LLSP focuses on the three most important data security
services, including authenticity, integrity, and confidential-
ity. LLSP does not limit the cryptographic algorithms that
can be applied to achieve these security services, yet it
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TABLE I

A SUMMARY OF DIFFERENT KEYING MECHANISMS FOR LINK-LAYER SECURITY [12]

is strongly recommended that only well-known symmet-

ric cryptographic algorithms be applied to ensure sensor

network security and implementation efficiency. It is also
recommended that cryptographic algorithms with config-
urable security parameters be integrated so that the same

design can be applied to various sensor networks that have
different security objectives and available system resources.

B. Performance Analysis

Similar to other security protocols, LLSP increases the
computational cost and power consumption for packet trans-

mission. The selection of fast symmetric cryptosystems
ensure only a modest increase in process and RAM. Figure
4 shows that the overall packet header for LLSP is only
about 10 bytes when both authentication and encryption are

provided. However, even for non-security mode, Des t, AM

and Len are necessary and their size is 4 bytes. Generally,
the minimum cyclical redundancy checking (CRC), such
as CRC-16, is also necessary. In order to do this, the
source address should be specified in the message packet
which contributes to at least another 1 byte. In summary,

the overall message header size for the non-security mode
should be 7 bytes and that the overall size increase for the
security mode is only about 3 bytes, or only 10% of the
data packet size, which is a very modest increase.

VII. CONCLUSION

Wireless sensor networks have great potential to be
broadly adopted to create revolution in health care, bioim-
plantable devices, environmental monitors (making air la-
beling a reality), wireless networks (wearable networks and
PCs), homeland security and in many other areas. However,
security of wireless sensor network can be a great barrier
for these applications to ensure the integrity of data commu-
nications. LLSP addresses security in sensor nodes where
energy and computation power present significant resource

limitations. LLSP relies on cryptographic primitives that
have undergone a broad public scrutiny in the security
community for many years. The proposed link layer security

protocol is simple enough to be integrated into the existing
applications with a minimal application overhead.
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Keying Mechanism T Benefits I Costs

Single key Simple; easy to deploy; supports passive participation Not robust to node compromise
and local broadcast
Graceful degradation in the presence of compromised Needs a key distribution protocol; prohibits passive
nodes participation and local broadcast
Giraceful degradation in the presence of compromised Requires key distribution; trades of robustness to node

Group keys nodes; supports passive participation and local broad- compromise for added functionality
cast


